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Implementing ISA 2004 Quarantine

Foreword

These instructions are meant to build upon an existing L2TP/IPSec certificate based VPN
solution using ISA 2004 SP1. Before implementing this solution, ensure that your L2TP
VPN solution is working correctly.

This document has been put together from a variety of sources as well as modified
scripts. For more information, please see the references at the end of the document.

Introduction

The ISA Server 2004 VPN Quarantine feature allows you to pre-qualify VPN clients
before those clients are allowed access to resources that are available to non-quarantined
VPN client machines. VPN Quarantine allows you to control the “quality” of client
connected to the network via a VPN connection by insuring that the VPN client machine
meet specific requirements, such as service pack level and updated anti-virus signatures.

VPN Quarantine requires client and server-side pieces to work correctly. The VPN client
is configured with a VPN Quarantine script that it runs after making the VPN connection.
The script checks for installed software on the VPN client machine. If the machine meets
all the requirements set forth in the VPN-Q script, then it sends a message to the server-

side component indicating that the system check was successful. At this point, the VPN

client machine is moved from the VPN Quarantine Network to the VPN Clients Network.
If the client isn’t able to meet the requirements, it stays on the VPN Quarantine Network.

The ISA Server 2004 VPN Quarantine feature allows you to create Access Policies based
on the network on which the VPN clients are placed. For example, if the VPN client
machine is not able to meet the requirements set forth in the VPN-Q script, it can still
access resources that you configure as available to machines that remain in quarantine.
Those resources may contain files that give information on how to be removed from
quarantine, or may contain automated processes that configure the VPN client with the
required software so the next time the VPN client dials into the network, it will pass the
VPN-Q check.

Notes

0 Please note that if you start these steps, any existing VPN solution through ISA may
not work until the entire configuration has been completed.

o0 Quarantine builds on the previous VPN solution, however, it begins to make use of an
additional network called the “Quarantine VPN clients” network.



Implementation Instructions

ISA Server Modifications

Access Rules
There are basically 3 rules that you need to configure on the ISA Server:

1. Arrule that allows both Quarantined and non-quarantined VPN clients to connect to a
DNS server on the internal network

2. Arrule that allows quarantined VPN clients to access resources to help them remove
quarantine (ie. this could be a web server with distributable code and binaries such as
virus scanning software, updates, patches, etc). See some of the example
documentation from Microsoft for more information on possibilities.

3. Arrule that allows the VPN client network to access internal resources of your
choosing (ie. Terminal Services server)

Enabling Quarantine Control
1. Inthe ISA management console, expand the server name and the Configuration
node in the left pane of the console. Click the networks node
2. In the details pane, right click on the Quarantined VPN clients network entry on
the Networks tab and click Properties
3. From the Quarantine tab, put a checkmark in the Enable Quarantine Control
checkbox. Set a disconnect time if required. Click Apply and then click OK.

Quarantined ¥PN Clients Properties ﬂﬂ

General '‘Quarantine |

By enabling Quarantine Control, ¥PM clients connecting to the netwark are
held in the Quarantined YPH Client network until client configuration
requirements are mek and verified,

These clients have restricted access based on the policy of the netwark
unkil they clear quarantine and are moved ko the YPN network.

Iv Enable Quarantine Control

. Zuarantine according to RADIUS server policies

{* Quarantine according to 154 Server policies

v Disconnect quarantined users after (seconds): I &0

Exempk these users From Quaranting Conkrol;

| Group |

oK I Cancel Apply




Install the Server 2003 Resource Kit Tools

The quarantine process uses several files that are included in the 2003 Resource Kit:
rgc.exe and rgs.exe. Updates for these files for use with ISA 2004 are also available.
The resource kit files can be accessed from the Microsoft downloads website at
http://www.microsoft.com/downloads/details.aspx?FamilylD=9d467a69-57ff-4ae7-96ee-
b18c4790cffd&Displaylang=en

1. Run Rktools.exe from the ISA Server. This will install the required files into the
C:\Program Files\Windows Resources Kits\Tools directory.

Install the Quarantine Service Listener on the ISA Server 2004
Firewall

The VPN Quarantine service listener will listen for the results of the script that the VPN client runs
after it connects to the VPN server. The next step is to install the VPN Quarantine listener
component.

Download the following files from the Microsoft website to the ISA Server:
Remote Access Quarantine Agent (RQS.msi)

http://www.microsoft.com/downloads/details.aspx?FamilylD=d4ec94b2-1c9d-4e98-ba02-
b18ab07fed4e&DisplayLang=en

Remote Access Quarantine Tool for ISA Server 2004 (RQSUtils.exe)

http://www.microsoft.com/downloads/details.aspx?FamilylD=3396c852-717f-4b2e-ab4d-
1c44356ce37a&DisplayLang=en

Steps:

Install the RQS.msi program on the ISA Server
Run the RQSUtils.exe program and extract the files to the root of C of the ISA Server.

3. Open the command prompt and change the focus to the root of the C: drive.
Enter the following at the command prompt, replacing “key” with a unique string
that will be passed to the listener on a successful health check and press ENTER:

Cscript ConfigureRQSForlISA.vbs /Zinstall key “C:\Program
Files\Windows Resource Kit\Tools”

Note: The path to the RQS.exe file must be included

4. You will see the following print out in the command prompt window.



Command Prompt

C:srescript configurerqgsforisa.vbs ~install key “C:"
Microsoft (R} Windows Script Host Uersion 5.6
Copyright <C» Microsoft Corporation 1996-2801. All rights reserved.

Regiztering RQS az Service...
[SC] CreateService SUCCESS

[§C] ChangeServiceConfig2 SUCCESS
[SC]1 ChangeServiceConfig? SUCCESS

Adding the allowed version strings under HELM“System“CurrentControlSet“~Services™
Rgs. ..

Setting entries for the event log messages.

Looking for ISA installation path..

Setting RGS Authenticator value under HELM~System~CurrentControlSet Services Rgs

Updating firewall policy...
Adding RQS protocol definition...
Creating RQE access rule:
— from Quarantined UPN clients and UPN Clients
— to local host
— protocol = RQS
Starting the RQS zervice...
The zcript successfully installed RQS for ISA Server 2004.

LHA N

5. Restart the ISA Server 2004 firewall computer.

Install the Connection Manager Administration Kit on the ISA Server
2004 Firewall

Perform the following steps to install the Connection Manager Administration Kit onto the ISA
Server 2004 firewall machine:

1. Click Start and point to Control Panel. Click Add or Remove Programs.

2. Inthe Add or Remove Programs window, click Add/Remove Windows Components on
the left side of the window.

3. Inthe Windows Components page, select Management and Monitoring Tools from the
Components list and click Details.

4. Inthe Management and Monitoring Tools dialog box, put a checkmark in the Connection
Manager Administration Kit check box. Click OK.



Management and Monitoring Tools | x| |

To add or remove a component, click the check bos. & shaded box means that only part
af the companent will be installed. Ta zee what's included in a component, click Details.

Subcomponents of Management and Maonitaring T ools:

& Connection Manager Administration Kit

O ﬂ Connection Foint Services 02 me
Metwark kanitar Toalz 23 MB
O Simple Metwork, Management Protocol 0.3 MB
O 'W'MI SMMP Provider 1.1 ME
O WMI Windows Installer Provider 0E KB _I

Dezcription:  Installz a tool for the creation of customized remote access connections,
which pau can diztribute ta your users.

Total disk space required: 4 6 B Diekails |
Space available on dizk; 1854.4 MB
Cancel |

5. Click Next on the Windows Components page.

6. Click OK in the Insert Disk dialog box. In the Files Needed dialog box, enter the path to the
Windows Server 2003 i386 folder in the Copy files from text box. Click OK.

7. Click Finish on the Completing the Windows Components Wizard page.

Create a Quarantine Script and Save it on the ISA Server Firewall

The quarantine script contains instructions that are run on the VPN client machine after
the client establishes a VPN link with the ISA Server 2004 firewall/\VPN server. This
script and its supporting files are included with the CMAK connection profile that is
created and then installed on the VPN client machine. You can create your own scripts
using some of the various examples provided by Microsoft or try the modified scripts I
have created.

http://www.itblueprint.ca/docs/isa2004/quarantine/scripts.zip

Create the Connection Manager Profile

Now that we have the quarantine script configured, we’re ready to create the CMAK
profile. This profile will be used to install the VPN client software onto the VPN client
machine. The quarantine script will be included with the VPN client software. The
CMAK profile is very simple for the end-user to install: he only needs to double click on
the CMAK package and the installation takes place automatically.

Perform the following steps to create the CMAK package:



1. Click Start, point to Administrative Tools, and click Connection Manager
Administration Kit.

2. On the Welcome to the Connection Manager Administration Kit Wizard page,
click Next.

3. On the Service Profile Selection page, ensure that New profile is checked and then
click Next.

4. On the Service and File Names page, enter VPN to ISA Firewall in Service name
and FWVPN in File name, and click Next.

Connection Manager Administration Kit Wizard

Service and File HNHames

The service name identifies your prafile bo end users; the file name identifies vour profile
ko adminiztratars.

Type the name of your service [for example, the name of your compary).

Service name:
WEMN to 154 Firewall

Type the name aof the executable file far thiz profile. Related files and the falder that
cohtainz the profile alzo uze this name.

File name:
FafYPH

< Back Cancel Help

5. On the Realm Name page, click Next.
6. On the Merging Profile Information page, click Next.

7. On the VPN Support page, select the Phone book from this profile check box. In
VPN Server name or IP Address, click Always use the same VPN server, type
vpn.fqdn.com (or whatever you are using for a fqdn (as shown in the following
figure), and click Next.



Connection Manager Administration Kit Wizard ' ﬁ[

YPMN Support
Y'ou can zet up thiz profile to zupport WPMN connections for remote access to private
nebworks over the Internet.

E stablizh a wirtual private network, WPM] connection when the uzer dialz a phone
nurmber fram these phone books:

¥ Ehane book from this profile

™ Fhone books from the merged prafiles

—%PM Server name or [P Address
¥ Always uze the zame YPN zerver

lvpn.fqdn.cun‘l
i Allow the uzer to choose a YPH server before connecting

I Browsze. . |

™ Use the zame uzer name and password for WPN and dial-up connections

¢ Back I Hest > I Cancel Help

8. Onthe VPN Entries page, click the default entry, and click Edit.

9. Click the Security tab. In Security settings section, click Use advanced security
settings (as shown in the following figure), and then click Configure.




Edit ¥Yirtual Private Networking Entry x|

General | TCPAP Settings  Security

Y'ou can zpecify bazic secunty zettings that all Connection
kanager clientz support. You can alzo specify advanced zettingz
that only Windows 2000, Windows <P, and the WWindows Server
2003 family clents suppart.

If wou require advanced zeftings, other operating system clients will
not be able to connect with this prafile. If vau configure both bazic
and advanced zettingz, the client operating system will determine
the security sething used.

Securty zettings:

Uze advanced security s

tings
B asic security settings; Eonfigure..

Advanced zecuriby settings: Configure. ..

il

k. I Cancel Help |

10. Under Authentication methods, clear the Microsoft CHAP (MS-CHAP) check
box. In the VPN strategy list, select Only use layer 2 Tunneling Protocol. Click
OK once and click on the TCP/IP Settings




Advanced Security Settings i E[

Data encryption:

— Logaon zecurity
™ Usze Extenzible Authertication Protocol [EAP];

|MD5-Challenge =]

Eroperties |

¥ Authentication methods;
I Urenciypted pazeword [FAF]
[ Shiva Pazsword Authentication Protocol [SPAP]
™ Challenge Handshake Authentication Protocol [CHAP]
[T Microzoft CHAP (MS-CHAF)
V¥ Microzoft CHAP Yersion 2 (M5-CHAR +2)

WEM strateq:
|I:In|_|,| uze Laver Two Tunneling Protocol [LZTP) LI

™ Use a pre-shared key when using L2TP/AFSec

2k, I Cancel | Help |

11. Enter in the IP address of the DNS and WINS servers that you wish Quarantined and
VPN clients to be able to access. (WINS may not be necessary).

Note: You can also do this through DHCP, however, you would then need to install the
DHCP relay agent on the ISA server.



Edit ¥irtual Private Networking Entry ﬂ

General TCP/IF Settings | Seu:urit_l,ll

— Client DS and 'IMS configuration

" Server assigns addieszes

£ &l clients use these addiesses:

Erimary DS address: I 192168 . 20 . 100
Secondary DMS address: I o. 0. 0.0
Prirary WIHNS address: I 132 168 . 20 . 100
Secondary WIS address: I o. 0. 0.0

¥ Make this connection the client's default gateway

¥ Use IP header compression

k. I Cancel | Help |

12. Click OK once to return to the VPN Entries page, and then click Next.

13. On the Phone Book page, clear the Automatically download phone book updates
check box, and click Next.



Connection Manager Administration Kit Wizard

Phone Book

Y'ou can include a phone book file with this service prafile and provide maore information
about the acceszs numbers it includes.

IF pou zpecify a phone book. file [ pblk] for this profile, confirm that there iz a
comezponding region file [ phr] in the zame folder. Baoth phone book, and region files are
managed with Phone B ook Administrator.

Phone boak: file:

I Browsze. .. |

[ Automatically download phone book updates

Type the text you want to appear next to the More access numbers box
it the Phone Book dialog bo.

tore acces: numbers text:

Example: There iz a surcharge to dial theze numbers.

< Back Cancel Help

14. On the Dial-up Networking Entries page, click Next.

15. On the Routing Table Update page, click Next.

16. On the Automatic Proxy Configuration page, click Next.
17. On the Custom Actions page, click New.

18. In the New Custom Action dialog box, type Quarantine policy checking in
Description. In Program to run, click Browse and find the quarantine.cmd file. In
Parameters, enter
%ServiceDir% %ServiceName% RASQuarantineConfigPassed %cDomain%
%Username% 7250 %DialRasEntry% % TunnelRasEntry%o
In Action type, click Post-connect. In Run this custom action for, click All
connections. Leave both check boxes selected, and click OK.

Note: The quarantine.cmd file is a modified Qsample.cmd that was provided by

Microsoft. At this time | have shared the source at the following location:
http://www.itblueprint.ca/docs/isa2004/quarantine/scripts.zip




Edit Custom Action ) x|

Description:

|Duarantine Palicy Checking

Program to un:

|quarantine.cmd Browze. .. |

Parameters:

|XSEWi::EDirZ ZServiceM ame? RASGuarantineC

Action type:

| Post-connect ;I

Bun thiz custom action for:

|.-'-‘-.II cohhechions - I

V' Include the custom action program with this service profile

¥ Frogram interacts with the user

[IE I Cancel Help

19.
20.
21.
22.
23.
24,
25.
26.
27,
28.

29.

On the Logon Bitmap page, click Next.

On the Phone Book Bitmap page, click Next.

On the Icons page, click Next.

On the Notification Area Shortcut Menu page, click Next.

On the Help File page, click Next.

On the Support Information page, click Next. (or fill in relative info)
On the Connection Manager Software page, click Next.

On the License Agreement page, click Next.

On the Additional Files page, click Add.

Browse to the rqc.exe, and click Open. (This is found in the C:\Program
Files\Windows Resource Kits\Tools directory)

On the Additional Files page, click Add. Highlight all of the following files needed
and click Open. Note: In this example, I included all files called by the
guarantine.cmd script.



Look in: I[j zample scriptz j 0 ? - ,

Dezkio p

=

hd i Dacuments

o

el Iju:-rrnpuker

File name: I"EhecantFi:-:es.vbs" "HotFisldLizt bt "H-:utFi:-:Ij Open I
Files of type: I,-i'-.ll files [*.7) j Carcel |

[ Open az read-only

4

Connection Manager Administration Kit Wizard - El

Additional Files

Yau can include additional files in thiz service profile.

Specify all additional files that this zervice profile requirez, such as data required by a
CLztarm action,

Additional files:

A bat
CheckHotFises. vbs
HatFi=ldList. bxt

IC5 vbs

mzgs_entl. bt ;I

Remowve |

< Back Hest > Cancel Help




30. On the Ready to Build the Service Profile page, select the Advanced
customization check box and then click Next.

31. On the Advanced Customization page, click Connection Manager in Section
name, type Dialup in Key name, and type 0 in Value, as shown in the following
figure. Click Apply, and then click Next.

Connection Manager Admimiztration Kit Wizard

Advanced Customization
'au can modify files that are included in thiz profile.

Select afile and a section of the file, and then zelect the key that you want to rmodify.
Type a new value, and then click Apply.

File name:

| PPN, cms =l

Sectioh name:
II:I:unnectil:nn M anager j

Keu name;
IDiaIup j

Walle:

|

Apply |
< Hack I MHest » I Cancel Help

32. A command prompt window will open and close as the profile is created. When the
Completing the Connection Manager Administration Kit Wizard page appears,
click Finish.




Connection Manager Administration Kit Wizard

Completing the Connection Manager
Administration Kit Wizard

You have successfully completed the Connection Manaager
Administration Fit Wizard, Y'our new service profile, a
zelf-inztalling executable [.exe] file, iz located at:

IE:"-.P'ru:ugram FilezhCrnak \Profiles\Pa PR PN exe

To cloze thiz wizard, click Finigh.

< Hach [Eance] Help

33. Copy the FWVPN.exe file to a floppy or network share point available to the VPN
client machine. This file will have all other required files.

Install the Connection Manager Profile on the VPN Client Machine

Installing the Connection Manager Profile is simple. Just copy the profile you created
with the Connection Manager to the VPN Client machine and then perform the following

steps:

1. Insert the floppy disk on which you saved the FWVPN.exe into the floppy disk drive
of the client, or copy the file to the VPN client machine from the network share point.

2. Open Windows Explorer, and browse to FWVPN.exe.

3. Double-click FWVPN.exe. When prompted to install the profile (as shown in the
following figure), click Yes.




4. When prompted for whom to make this connection available, ensure that My use
only is selected and then click OK.

M ake this connection available for:

" Al users

Thiz connection iz available from the Mebwork,
Caonnections falder.

[ Add a shortcut on the desklop

0k I Cancel |

Note: The installation of this connection does not include any certificates that may be
required for the actual L2TP/IPSec connection. It is assumed that the client already has
these certificates installed and can already make an L2TP/IPSec connection.

Test the Connection

We’re now ready to test the connection. The VPN client will first connect to the ISA
Server 2004 VPN server and be placed on the VPN Quarantine Network. The client will
be initially placed on the VPN Quarantine network, and then the client-side script will
determine if it has met the pre-requisites. The RQC.exe component will inform the
RQS.exe component on the VPN server that the script ran successfully and the client
meets Quarantine requirements. At this point, the VPN client will be moved from the
VPN Quarantine Network to the VPN Clients Network.

Perform the following steps to test the VPN Quarantine functionality:
1. Right click My Network Places on the desktop, and click Properties.
2. Double click on the VPN to ISA Firewall icon.



Ef Metwork and Dial-up Connections _ O]

File Edit ‘“iew Favoites Toolz  Advanced  Hel

g Eack - | ‘D Search S Folders o4 | FrEs =
Address I Metwork. and Dial-up Connections j ¥ Go

£ :l’Ellg

L 4 L

Make New Local Area WM ta |54,
Connection Connection Firewmall

|3 object(z] A

3. Enter your user name band and Password in the VPN to ISA Firewall dialog box.
Click Connect.

YPH'to ISA Firewall

ser name: |mg|:uwer

Pazsword: |Mmmc

Logon domair: ||~3|:'

¥ Save password [ Connect automatically

— Connection status

Click Connect to begin connecting. T o wark, offlineg, click
Cancel.

Connect I Cancel Froperties Help




The process can be monitored from the ISA Server’s monitoring Sessions tab and you
can see the switch between a Quarantined VPN client and after the rgc process runs and
validates the client, causing the network to change from Quarantined to VPN Clients.

First connection:

e 5/4/2005 6:50:10 AM 4,101 External 192,168,
.JF:a S/4/2005 6:50: 12 AM SecurelNAT 192,168,254,3  Local Host 192, 165.:
E‘ 5,1'4,1'2[!05 £i50:45 AM '-.-'-.-'el:u F‘ru:u:q.-' 192,168.20.1 Local Host ANONYImnous

5|,-4|,-2D,:,5 S AM... e 192168 o LD,:_3| HDst.. B N S 192158
_‘“ 5|,-4|,-2D,:,5 i AM... WEb mey 192168 Ve LD,:_3| HDst.. amwmuus b
- 5|,-4|,-2D,:,5 e AM... e 192168 e .Intemal e e RS SO e e 192158
_.I'-"... 542005 6:56:48 F'.Mm VPN Cllent 192168 50.106 .Quarantlned WPM mgnwer{?} 192168‘
After validation:
_.!:_.3 S/4/2005 6:50: 10 AM SecurebAT 192,168,254, 101 External 192, 165.:
....... SecureMaT 192,168.254.3  Local Host 192,165,

'-.-'-.-'el:u F‘ru:u:q.-' 192,168.20.1 Local Host anonymous

2 5|,-4|,-2D,:,5 S AM... e 192168 o LD,:_3| HDst.. B N S 192158 H
_‘“ 5|,-4|,-2D,:,5 i AM... WEb mey 192168 o 3 LD,:_3| HDst.. y amwmuus b
% 5|,-4|,-2D,:,5 e AM... e 192168 e .Intemal i DR S e i
_.I'-".. 5412005 6:56:-45 F'.Mm VPN Cllent 192168 50.106 .'-.-'F‘N Client; mg-:uwer 192, 165.:
1_3 542005 6:56:51 AM SecurebAT 192,168.20,100  Internal 192, 165.:




References:

This document has been put together from a variety of sources as well as modified
scripts. For more information, please see the following references below.

ISA Server 2004 VPN Deployement Kit: ISA2004SE_vpnkit-Rev 1 04.doc : Chapter 14
Step by Step guide for implementing Quarantine in a test lab

http://www.microsoft.com/downloads/details.aspx?FamilylD=fe902704-52dd-4bbe-
8a75-f8fbb76cd28a&DisplayLang=en

VPN Quarantine Sample scripts for verifying client health configurations
http://www.microsoft.com/downloads/details.aspx?FamilylD=a290f2ee-0b55-491e-bc4c-
8161671b2462&Displaylang=en




